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DATA SECURITY BREACH INCIDENT

PURCELLVILLE, Va. November 10, 2019 — As a result of the Town’s investigation into the
events of 2017 concerning the former Interim Town Manager, the Town discovered a potential
data breach. Specifically, the Town learned that an unauthorized individual may have obtained a
USB flash drive containing a copy of an employee’s email account. The Town of Purcellville
takes the privacy and security of all information entrusted to it very seriously. Upon learning of
the potential security breach, the Town engaged a data-security consulting firm to analyze the data
on the flash drive, and assess the impact. As part of this investigation, the Town worked closely
with external cybersecurity professionals and law enforcement.

The Town’s data security consultant conducted an extensive forensic examination of the data,
identified those individuals whose sensitive personal information was contained on the flash drive,
and notified those individuals by correspondence dated October 17, 2019. The letter was sent on
behalf of the Town by the Town’s security consultant from an address in Harrisburg, Pennsylvania.
Because the letter was sent by the Town’s security consultant, the letterhead differs from the
Town’s standard stationery, but contains the Town’s logo.

The letter from the Town’s security consultant provides a full explanation to the recipient about
how to proceed, including a dedicated and confidential toll-free number that is staffed by
professionals familiar with this incident who can answer questions. The Town encourages the
recipient of each such letter to take advantage of the services being offered by the Town, as
described in the letter.

The Town of Purcellville, Virginia

“Purcellville-your small Town, where history and progress intersect and people prosper,” is an award-winning town of over 10,000
residents located in Loudoun County, approximately 50 miles west of Washington, DC. Having received the prestigious Siemens
Sustainability Award for Small Communities, Purcellville continues to be honored for its green initiatives with most recently being
the Tree City USA recipient for the 12 year. The Town was reaffirmed as a AAA rated community by S&P Global Ratings, the
highest credit rating possible, and is recognized as one of the safest towns in Virginia. Once a stop along the W&OD rail line,
which has been converted to a multi-use trail from Alexandria, VA to Purcellville, the town has maintained its historic old-town
feel through the restoration and maintenance of its many downtown structures, reflecting the Victorian architecture popular during
the early 1900s. Today, Purcellville is the economic hub of western Loudoun County and a popular weekend destination for
antiquing, equestrian activities, farmer’s markets, wineries, breweries, distilleries and restaurants. More info
at www.purcellvilleva.gov.
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